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Setup Active Directory on Windows Server
2016

JANUARY 18, 2016 BY CHRISADMIN

How to setup Active Directory in Windows Server 2016 as a new domain controller.
Here we are going to tackle the first part of setting up a domain; promoting our brand new server as a domain controller.

This is considered tutorial number three in a video series titled: Server Basics 2016. Tutorial number 1 was about downloading Server

2016 and a brief overview. Tutorial number 2 was on installing Server 2016.

It's a fairly simple process these days since the system walks you through the entire thing. Join me within the video, or in the text

instructions below.

Remember, we are only setting up a test environment here in a virtual test lab. | am using VirtualBox for my VM foundation since it’s free

and super easy to use.
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Downloading Windows Server 2016 - Server Basics ...

Windows Server 2016
How to Configure AD DS (Domain Controller)

Steps to setup Active Directory

e From the Server Manager Dashboard, click on Add roles and features.

[ Server Manager - o

Server Manager * Dashboard
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¢ Select Role-based or feature-based installation and click Next.
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Before You Beain Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.
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o Select the server by highlighting the row and select Next.

View

F&; Add Roles and Features Wizard

L
— | - . DESTINATION SERVER
S Select destination server adservr
i Lod
ii All Before You Begin Select a server or a virtual hard disk on which to install roles and features.
WE File Installation Type (®) Select a server from the server pool
ErroE B RS R () Select a virtual hard disk
Server Roles Server Pool
Featurss
Filter: |
MName IP Address Operating System

adserver 10.0.2.15 Microsoft Windows Server 2016 Technical Preview 4

Hide

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.
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o Select Active Directory Domain Services and then select Next.

Fﬂ Add Reoles and Features Wizard

S Select server roles
i Lod

s Al Before You Begin

W File Installation Type

Select one or more roles to install on the selected server,
Roles

[] Active Directory Certificate Services
I[IE Directory Domain Ser\.rice

|| Active Directory Federation Services

[ Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
] DHCP Server

] DNS Server

] Fax Server

I [m] File and Storage Services (1 of 12 installed)

[] Host Guardian Service

(] Hyper-V

] MultiPoint Services

] Metwerk Controller

[] Metwork Policy and Access Services

1 Print and Dacument Services

] Remote Access

[] Remote Desktop Services

] Veolume Activation Services

] web Server (lIS)

] Windows Deployment Services

DESTIMATION SERVER
adzsrver

Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators, AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.
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e Add Roles and Features Wizard

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

DESTINATION SERVER
adzsrver

- X

ption

Directory Domain Services

) stores information about

on the network and makes

lormation available to users

ttwark administrators, AD D5

prnain controllers to give

k users access to permitted

es anywhere on the network ide
h a single logon process. &

7/26


https://secureservercdn.net/198.71.233.195/dbd.2d9.myftpupload.com/wp-content/uploads/2016/01/Setup-Server-2016-4.png
https://secureservercdn.net/198.71.233.195/dbd.2d9.myftpupload.com/wp-content/uploads/2016/01/Setup-Server-2016-5.png

Setup Active Directory on Windows Server 2016
] Include management tools (it applicable)

30.04.2020

Add Features Cancel

BPA results

412 PM

= 1 de B 60006
BO@y =& S 3 RghtsE ,

¢ You shouldn’t have to select anything at the Select features, so just select Next.

- @ I r Manage Tools

B Local Serve

ii All Servers

Select features
WE File and Sta

Before You Begin Select one or more features ta install on the selected server.

Installation Type Features

I MET Framework 3.5 Feature

| [m] NET Framewark 4.6 Features (2 of 7 installed)

] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption

AD DS ] BitLocker Network Unlock

] BranchCache

[] Canary Network Diagnostics

] Client for NFS

] Containers

Server szlection

Confirmation
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Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
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[] Direct Play
[] Enhanced Storage
] Failover Clustering
Group Policy Management
[] Host Guardian Hyper-V Support
1 1I5 Hostable Web Core
[] Internet Printing Client
] Ip Address Management (IPAM) Server
[1 iSNS Server service
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¢ Click Next in the AD DS section.
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Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users. AD DS is also required for directory-enabled applications
such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.

Things to note:
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* Te help ensure that users can still log on to the network in the case of a server outage, install a
minimurm of two domain controllers for a domain.

Confirmation * AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine. Hide I}

Installing AD DS will also install the DFS Mamespaces, DFS Replication, and File Replication services
which are required by AD D5,

Azure Active Directory, a separate online service, can provide simplified identity and access
management, security reporting, single sign-on to cloud and on-premises web apps.

Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect
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¢ On the confirmation window, review everything and then click Install.
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[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services
Group Policy Management

Remote Server Administration Tools Hida
Role Administration Toaols
AD DS and AD LDS Tools
Active Directory madule for Windows PowerShell
AD DS Tools

Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

< Previous Mext > Install

| | Cancel

¢ The installation will begin.

BPA results

439 PM
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+ When the installation is complete, you need to now promote the server to a domain controller.

¢ Click Promote this server to a domain controller (small hyperlink in the results window)

pc-addicts.com/setup-active-directory-server-2016/

Manage Tools View

11/26


https://secureservercdn.net/198.71.233.195/dbd.2d9.myftpupload.com/wp-content/uploads/2016/01/Screen-Shot-2016-01-16-at-4.39.47-PM.png
https://secureservercdn.net/198.71.233.195/dbd.2d9.myftpupload.com/wp-content/uploads/2016/01/Screen-Shot-2016-01-16-at-4.44.57-PM.png

30.04.2020

Setup Active Directory on Windows Server 2016

E (BEE o ol = Add Roles and Features Wizard

B Local Serve

i§l ADDS
i File and Sto

W& Allservers | |nstallation progress

View installation progress

o Feature installation

Configuration required. Installation succeeded on adserver.

— O

DESTIMATIOMN SERVER
adserver

d

Active Directory Domain Services
Additional steps are required to make this machine a domain controller.

Promote this server to a domain controller

Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

BPA results
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¢ Or, if you are like me and you clicked Close, click on the yellow exclamation mark in the upper-right section of the Server

Manager Dashboard.

[ Server Manager
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o Select Add a new forest, type in a domain name that you want to use (pro-tip: use something like <something>.internal), then
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e Active Directory Domain Services Configuration Wizard

click Next.
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il Additicnal Cptions
g aths

Review Options
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oyment Configuration

Select the deployment operation

() Add a domain controller to an existing domain
() Add & new domain to an existing forest

® Add a new forest

Specify the domain information for this operation

Root domain name: TESTDOMAIN.interna‘

More about deployment configurations

TARGET SERVER
adserver

Cancel
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Services Performance
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+ Type in a password you want to use for DSRM, then click Next.

e
[ Active Directory Domain Services Configuration Wizard — O >
e ~ n . TARGET SERVER
omain Caontroller Options i
| Deployment Configuration . .
- z = Select functional level of the new forest and root domain
[ [ Domain Controller Cptions
. L Forest functional level: Windows Server Technical Previe ~
Iyl DNS Options
ii Additional Ootions Domain functional level: Windows Server Technical Previe

Faths
Review Options

Prerequisites Check
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Specify domain controller capabilities

Domain Name System (DNS) server
/| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: ssssssne

Confirm password: |nnnu|
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More about domain controller options
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Events Events
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o Click Next on the NDS Options page.

o

[ Active Directory Domain Services Configuration Wizard — O >

TARGET SERVER

DNS OpthﬂS adserver

‘ i, A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more »

Deployment Configuration ) ) ]
Specify DNS delegation options
Domain Controller Opticns

Create DNS delegation

DNS Options

Fa T

Additional Cptions

Review Options

Preraguisites Check
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¢ Click Next in the Additional Options page.
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[
e Active Directory Domain Services Configuration Wizard O et
o . TARGET SERVER .
Additional Options eerver
| Deployment Configuration _ ) ; L
- . - Verify the NetBIOS name assigned to the domain and change it if necessary
[ [ Domain Controller Opticns
= o The MetBIOS domain name: TESTDOMAIN
gl DMN5 Options
"

o

Review Options

Prerequisites Check
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¢ Click Next on the Paths sections.

e Active Directory Domain Services Configuration Wizard - O et
Manage Tools View

TARGET SERVER

F}at h S adserver

Deployment Configuration . . .
Specify the location of the AD DS database, log files, and 5YSVOL
Domain Controller Opticns
. - Database folder: CAWindows\NTDS E

[H NMS Cinfinns
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SYSVOL folder: C:AWindows\SYSVOL E
Review Options
Prerequisites Check
More about Active Directory paths
< Previous | | Next > sta
Events Events
Services Performance
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+ Click Next on the Review Options screen, then click Install on the Prerequisites Check page.

[ Active Directory Domain Services C

Draramicitec ( harl
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I I\_-I\_,'\_,1LAIJILL-_1 L B LWL LN adserver

i ‘ & All prerequisite checks passed successfully. Click 'Install’ to begin installation. Show mare »
[ [ Deployment Configuration

Prerequisites need to be validated before Active Directory Domain Services is installed on this

iyl Domain Controller Cptions | computer
IE DMS Options Rerun prerequisites check

Additional Options
aths @ View results

1. Windows Server 2016 Technical Preview 4 domain controllers have a default for the

™ security setting named "Allow cryptography algorithms compatible with Windows NT
Prerequisites Check 4.0" that prevents weaker cryptography algorithms when establishing security channel
sessions,

For more information about this setting, see Knowledge Base article 942564 (hitp://
go.microsoft.com/fwlink/? Linkld=104751).

! This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties, If both IPvd and IPvE are enabled for a network
adapter, both IPv4 and |Pv6 static IP addresses should be assigned to both [Pvd and
IPvE Properties of the physical network adapter. Such static IP address(es) assignment

Hide

L If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

MNext > | Install | | Cancel
[~
Events Evéhts
Services Performance
Performance BPA results
BPA results
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o The installation (promotion process) will begin. The server will reboot during this process.
» When the installation is complete, log back in (this time you will be logging into the server with domain credentials).
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o Let’s verify Active Directory is setup and our server is classified as a DC (domain controller).

« From within Server Manager, click Tools then Active Directory Users and Computers.

[ Server Manager

Server Manager * Dashboard -

Dashboard

i Local Server
All Servers
AD DS

DNS

= fo

Filz and Storage Services P

WELCOME TO SERVER MANAGER

QUICK START

WHAT'S NEW

LEARN MORE

o Configure this loca

serv

Add roles and features

[

3 Add other servers to manag

4 Create a server group

(W

Connect this server to cloud

ROLES AND SERVER GROUPS

Roles: 3 | Server groups: 1

| Servers total: 1
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Performance

BPA results

@ Manageability
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Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers
ADS| Edit

Component Services
Computer Management
Defragment and Optimize Drives
Disk Cleanup

DNS

Event Viewer

Group Policy Management
iSCSI Initiator

Local Security Policy
Microsoft Azure Services
QODBC Data Sources (32-hit)
QODEC Data Sources (64-bit)
Performance Monitor

Print Management

Resource Monitor

Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x85)

*
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+ Expand the domain root (in my case, it's TESTDOMAIN.internal), then click on Domain Controllers.

Server Manager * Dashboard

‘ | Active Directory Users and Computers - O *
Dashboa
File  Action Wiew Help
B Local Ser - = = [ _— vy Hhc =1
b o FE /8 XEEE HE A aETE%
BE All Server— - -
o | Active Directory Users and Com|| pame Type DC Type Site Description
[H] = ; —
ml ADDS _| Saved Queries | |[EADSERVER _ Computer GC Default-First-Si...
E% DNS v B TESTD.OMAIN.lnternal
- | Builtin
WE File and § | Computers
| 2 | Domain Controllers | [
_| ForeignSecurityPrincipals
| Managed Service Accour
| Users
Hide
< [« >
Services Services

pc-addicts.com/setup-active-directory-server-2016/ 22/26


https://secureservercdn.net/198.71.233.195/dbd.2d9.myftpupload.com/wp-content/uploads/2016/01/Screen-Shot-2016-01-17-at-3.52.56-AM.png
https://secureservercdn.net/198.71.233.195/dbd.2d9.myftpupload.com/wp-content/uploads/2016/01/Screen-Shot-2016-01-17-at-3.54.11-AM.png

30.04.2020

Performance

BPA results

¢ You should see your new server being displayed.

¢ One las thing | want to do at this point is enable RDP (Remote Desktop Protocol).

Setup Active Directory on Windows Server 2016

Performance

BPA results

O @ ™ i {3 (% Right 8

+ From Server Manager Dashboard, click Local Server then click Disabled next to Remote Desktop.

& Server Manager

@ v

= Bo

= Dashboard

i Local Server

All Servers
AD DS
DNS

File and Storage Services P
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For adserver

i PROPERTIES

Computer name

Domain

Windows Firewal

Remaote management

Server Manager * Local Server

adserver
TESTDOMAIN.internal

Private: On

Enabled

Remaote Desktop

Disabled

NIC Teaming

Ethernet

Operating systern version

Hardware information

Disabled

IPv4 address assigned by DHCP, IPv6 enabled
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innotek GmbH VirtualBox

- @ I r Manage Tools

Last installed updates
Windows Update

Last checked for updates

Windows Defender

Windows Error Reporting

TASKS

Customer Experience Improvement Program |

IE Enhanced Secunty Configuration
Time zone
Product ID
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EVENTS
All events | 33 total TASKS =
Filter L (Ev @~ v
Server Name D Severity Source Log Date and _T*'r—;
ADSERVER 10016 Error Microsoft-Windows-Distributed COM System 1/16/2016 5:21:34 PM
ADSERVER 1129 Emor Microsoft-Windows-GroupPolicy System 1/16/2016 5:07:27 PM
ADSERVER 6006 Waming Microsoft-Windows-Winlogon Application 1/16/2016 5:07:27 PM

¢ Select Allow remote connections to this computer

* Uncheck the option Allow connections only from computers running Remote Desktop with Network Level Authentication,

then click OK.

Systermn Properties
Computer Name Hardware Advanced System Protection Remcte

Remote Assistance

Allow Remote Assistance connections to this computer

i
|—i'i Advanced...
[4]
= =]
ii Remate Deskiop
Choose an option, and then specify who can connect.
{7 Don't allow remote connections to this comouter
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Windows Update
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- bled E Enhanced Secunty Conhguratio
(@) Allow remote connections to this computer address assigned by DHCP, IPv6 enabled Time zone |
Product 1D
[J Allow connections only from computers running Remote
Desktop with Metwork Level Authertication (recommended)

Help me choose Select Users... o i o o .
osoft Windows Server 2016 Technical Preview 4 |
tek GmbH VirtualBox 1) ]

Concal | [ tonty -

EVENTS

All events | 46 total TASKS
Filter el E' bt FI' s W
Server Name D Severity Source Log Date and Time

Application  1/17/2016 4:49:34 AM

ADSERVER 5973  Emor Microsoft-Windows-Apps
ADSERVER 12 Warning Microsoft-Windows-Time-Service System 1/17/2016 £:45:00 AM
ADSERVER 10154 Warning Microsoft-Windows-Windows Remote Management  System 1/17/2016 £:44:45 AM

, 450 AM
~ Tl de B 7000

B e =miE % Rghte

We are done with the basic Active Directory setup!

Next up: Configuring Active Directory OU (Organizational Unit) structure.

Server Basics 2016 Series Navigation

o Tutorial #1: Downloading Windows Server 2016
o Tutorial #2: Installing Windows Server 2016

o Tutorial #3: Setup Active Directory on Windows Server 2016 (this article)
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Tutorial #4: OU Structure on Server 2016

Tutorial #5: Create AD Users and Groups

Tutorial #6: Setup DHCP Role on Server 2016

Tutorial #7: Join Windows 10 to Domain — Server 2016

Tutorial #8: (coming soon)
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