9.4 Szablony konta uzytkownika w domenie

Cel ogolny lekcji: Nauczenie si¢ tworzenia i uzywania szablonu konta uzytkownika domenowego oraz
modyfikacji jego parametréw za pomocg konsoli Active Directory Users and Computers.

Cele szczegotowe lekcji:

1. Opisanie procedur tworzenia i uzywania szablonu konta uzytkownika domenowego.

2. Opisanie, jakie parametry konta uzytkownika mozna modyfikowa¢ za pomocg szablonu.

3. Tworzenie jednostki organizacyjnej oraz konta uzytkownika na podstawie szablonu.

4. Przenoszenie kont uzytkownikéw mig¢dzy jednostkami organizacyjnymi.

5. Poréwnanie utworzonego konta uzytkownika z szablonem.

6. Odpowiedz na pytanie, jakie dane sa kopiowane z szablonu konta.

7. Zmiana ustawien klienta Windows 10 1 interfejsu sieciowego systemu klienta.

8. Sprawdzenie, jakie komunikaty pojawig si¢ podczas proby logowania na rézne konta uzytkownikow.

9. Sprawdzenie, ktore konta uzytkownikow sa wylaczone i1 dlaczego powinny pozosta¢ wytaczone.

Przed przystapieniem do ¢wiczenia sprawdz i ustaw
W Menedzer funkcji Hyper-V wybierz nazwa maszyn¢ wirtualna twojej grupy dc2019
Upewnij si¢, Ze punk kontrolny, zawiera serwer z zainstalowanym kontrolerem domeny.

Uruchom maszyne > Ctrl+Delete > Administrator > zaql @WSX

e system serwera sg jak ponize;j:

@ ¥ | Menedzer serwera * Serwer lokalny

Dla rol

i WEASCIWOSCI

Pulpit nawigacyjny

I
i Serwer lokalny be
- Nazwa komputera rol
Wi Wszystkie serwery Domena rol00.edu.pl
& DNS
i§i Ustugi AD DS
g Ustugi plikéw i magazy... B Zapora systemu Windows Domena: Wiaczone
Zdalne zarzadzanie Wigczone
ulpit zdalny Wilaczone
Tworzenie zespotu kart interfejsu sieciowego  Wydaczone
Ethernet 192.167.0.1, Protokot IPvE wlaczony
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DHCP wigczone Mie

Adres |Pv4 192.167.0.1
= Maska podsieci [Pvd 2552552550
L. Ethernet % . g on Pt
T—c . Sie¢ niezidentyfikowana G Wiatciwoici rama dommysing 1Fv
> AdresIPvd| | GEF ntel(R) PRO/10DD MT Desktop Ad > > Serwer DNS IPv4 192.167.0.1

W zeszycie opisz procedury tworzenia i uzywania szablonu konta uzytkownika domenowego.

Wszystkie wpisywane polecenia maja by¢ w zeszycie z opisem co powoduje wykonanie
poszczegdlnych polecen.

Procedura tworzenia i uzywania szablonu konta uzytkownika za pomoca konsole Active Directory
Users and Computers.

Tworzenia i uzywania szablonu domenowego konta uzytkownika.

: Active Directory Users and Comput | Name = I Type
_| saved Queries | Builtin builting
SRE=] 000 gy - rs Contai
= g/ Delegate Control... L X
—_ i Controllers Organi
“ g Find.. e )
- . ecurityPrincipals ~ Contail
2] Change Domain... Contai
" F|  Change Domain Controller...
= U d.OITIaII"I ArEETE EEk [New Object - OrganizationalUnit | ] Active Directory Users and Comput
Operations Masters.... | Saved Queries
= = 3 roloo.edu.pl
Computer — Createin:  rol00.edupl/ | Builtin
All Tasks » Contact o | Computers
— , Group 2| Domain Controllers
InetOrgPerson @ e ~| ForeignSecurityPrincipals
- Iszab\ony | Users
Refresh MSMQ Queue Alias =
Export List... Organizational Unit ™ Protect container from accidertal deletion =
x

New Object - User

% .\;_) Createin:  rol00.edu pl/szablony

& Createin:  rol00.edu pl/zzablony

First name: Itasmwa Initials
Last name: Ilesl
: New Object - User

: Conffirm passwond: I........
L & Createin:  rol00.edu pl/szablory

Ilestuwe I@mIDD edupl j

W
Userlogon name {pre-Windows 2000) W User must change password at next logon

When you click Finish, the following object will be created:
|\5\ Ilestnwe [T User cannot change password

Full name: testowe test
[~ Password never expires

L User logon name: testowe @rol00.edu pl
2B Rck Nexd > Cancel | ™ Account is disabled
The user must change the password at next logon.
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Zmodyfikuj nastepujace parametry konta uzytkownika

MemberOf |  Diabm | Enwionment | - Sessons MemberOf |  Daln |  Envionment | Sessions
Remote control | Teminal Services Profile | COM+ e | o alSanices Prolie I coMs
[%Gened | Address I Account | Profile | Telephones I Organization General I Address  Account | Profile I T I Organization
& testowe test User logon name:
Jrestowe | @rolb0.edupl =l
Mame _~ iy User logon name (pre-Windows 2000)
First name: Jlestowe Initials 5 [ftone
1
Copy... Last name: ||es|
[% Logon Hours logOnTo.. |
Add to a group... Display name Ilesluws test
Disable Account
Description [Forto do testow I Unlack account
Reset Password...
Maove... Office [Buro Accnfml options:
Open Home Page I~ User must chiangs password at next logon ﬂ
) T l— Other.. I™ User cannot change password
Send Mail [~ Password never expires
- E-mai Iadm\n@bium pl I Store password using reversible encryption LI
All Tasks 4
- Web page: Ihium pl Other. [ Account expire:
Cut % Mever
€ End of: 1 kwietnia 2015 =
Delete
Rename
Properties ok | Cancel | Aoy | en | 0K | Cancdl | mpy | He |

testowe test Properties ﬂl‘

Member Of I Dialin I Environmert | Sessions
I Remote control | Teminal Services Profile I COM= I
General I Address Accourt | Profile I Telephones I Organization

User logon name:
Itestowe I @rol00.edu pl j
User logon name ({pre-Windows 2000):

NIS\ Ilestowe

Logon Hours... Log On To... |

Logon Hours for testowe test
] ' 2
"J’, 9 ﬁ" ™ Unlock account

=8-10-12-14-16-18-20-22-

(=1l
M
—
E—

Al Cancel |
Account options:
poniedzialek Ly I [~ User must change password at next logon ﬂ
wiorek [V User cannot change password
§ I = Logon Pemitted
sroda [~ Store password using reversible encryption LI
= r ™ Logon Denied
ELE ~ Account expires
pigtek I & Mever
— I " Endof: 1 kwietnia 2015 =l
niedziela
czwartek from 15:00ta 16:00
0K | Concsl | sy | Heb |

estowe test Properties 14

Remote control | Teminal Services Profile | COM+
" Generl | Address I Account I Profile I Telephones I Crganizatio
Member Of | Dial-n I Environment I Sessions
Member of
MName | Active Directory Domain Services Folder |
Domain Users rol00.edu pl/Users

ERE:
el roups e glokalna rol00.edu.pl/Users
Select this object type

IGroups or Builtin security principals Cbject Types..

From this location:

ImIDD edu pl Locations

Enter the object names to select (e@mples):
gl okcalna Check Names

Add... Remove

Advanced. .. | oK | Cancel

o
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Utworz jednostke organizacyjng Nowi

: Active Directory Users and Comput | Name = I Type
_| Saved Queries 1 Builtin builtinC
B & W | | - rs Contail
| EEmEEnE Controllers Organi
= g Find... N )
- ) ecurityPrindpals  Contail
3 D Change Domain... Contai . n— -
| F|  Change Domain Contraler... Mew Object - Organizational Unit
1 U Raise domain functional level...
Qperations Masters. .. — — 10054 |/1
— ein:  roli0.edup

Computer
All Tasks »|  Contact
Grouy ;
View N p Name:
InetOrgPerson INO\M'
Refresh MSMQ Queue Alias
Export List... Organizational Unit [™ Protect container from accidertal deletion
r

Utworz nowe konto na podstawie szablonu konta.

&) Create in:  rol00.edu pl/szablony

(¥

First name IWalery Initials:

Last name: ISIawn‘y
Full name: IWaIery Slawmy
: Active Directory Users and Comput | Mame =
“| Saved Queries % adam K. Kowal User logon name:
B & ro.l[JD.edu.pl % Iwalary.slawnyl I@mm edupl j
| Builtin Copy...
| Computers Add to a group... User logon name {pre-Windows 2000):
= Domain Controllers Disable Account IIS\ Iwalery.slawn‘,’
__| ForeignSecurityPrincipals Reset Passnord e
| Users Move
:_‘. szabllony Open Home Page
3 | Mowi ; < Back Mexd > Cancel
Send Mail
> x
& Createin:  rol00.edu pl/szablony 8' Create in:  rol00.edu pl/szablory
Password: Inuun Wt§n you click Finish, the following object will be created:
Confirm password quuu Copy from: testowe test :I
Full name: Waleny Slawrry
™ Usermust change password at next logon
User logon name: walery.slawny @rol00.edu pl
¥ User cannot change password
The user cannot change the pazsword
™ Password never expires The account is disabled
¥ Accourt is disabled

< Back Next > Cancel | < Back

Cancel |

Przenie$ konto Walery Slawny z jednostki organizacyjnej szablony do Nowi

Active Directory Users and Comput | Mame =
| Saved Queries ¥, Walery Slawny

rul%. edu.pl
~Rwiltin

~| Computers

2 | Domain Controllers

| ForeignSecurityPrincipals
| Users

2 | szablony

m = Ll

CRCRCRCE T
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Przenies$ konto Adam AK.Kowal z jednostki organizacyjnej Users do szablony

[ | .ﬁf;h\re Dlrectoryl sers and Comput | Name = T TiEE TE R ETE
| Saved Queri c
e opy...
=l & rolod.edu.pl L, Administrator Ad:Yto - arou ——=—
| Builtin 82, Allowed RODC Pa Siccble Agmu:'t" o Bt
Compyters 82 Cert Publishers e — Computers
3] Domain Controllers 2 Denied RODC Pas Domain Controllers
| ForeignSecurityPrincipals 2 DHCP Administra Mave...
| Users > Open Home Page
- 52 DHCP Users ;
2 | szablony Fry Send Mail
1%

General Accourt |Address I Profile I Organization I

To change a property for muttiple objects, first select the checkbox to
enable the change. and then select the change.

I™ UPN suffic [€rol00.edupl |
[~ Logon hours: Lagon bars... |

[~ Computer restrictions:

Log O Tia... |

&Mcﬁue Directory Users and Computers [rol00.rol00. edu.pl] |

Account options: i

count options n _| Saved Queries 2, Adam AK. Kowal
- [~ Password never expires J E 3:3 FDlDD.EdU.Fll ?_.. testowe test
[ [~ Store password using reversible encryption - Builtin
v Accourt is disabled =
r Smart rard is rannired far irtarmctive lnann LI — CDITIFILJtEFS
I~ Account expires Domain Controllers

& Hever " | ForeignSecurityPrindpals

€ End of: |1 kwietnia 2015 = “ Users

= | szablony
ok | concs | ey | 57 Nowi

Szablony pozostaw wylaczone.

Utworz konto uczen01 na podstawie szablonu konta.

Copy Object - User

Ise

&. Create in:  rol00.edu.pl/szablony

- First n%e Iuczenm Initials:
| Active| yrectory Users and Comput | Name = Type e [
1 saved Queries ¥, testowe test User
- _lffj rol00.edu.pl Full name: IUCZEHm
| Builtin Copy... User logon name
~| Computers Add to a group... [ezznth | @rlon edu ol =
2| Domain Controllers Enable Account Userlogon name {pre-Windows 2000)
| ForeignSecurityPrincipals Reset Password. .. ||5\ I”m”m
| Users Move...
2| szablony Open Home Page
= Mowi ; < Back Next > Cancel
- Send Mail
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Copy Object - User

&' Createin:  rol00.edu pl/szablony

W Copy Object - User

&. Create in:  rol00.edu.pl/szablony

193

Passward: quuoo

Conrfirm password:

¥ User must change password at nexd logon
[T User cannot change password

™ Password nev ires

¥ Account is disabled

When yo[\u click Finish, the following object will be created:

Copy from: Adam AK. Kowal

Full name: uczen(1

The account is disabled.

User logon name: uczen01&rol00.edu pl

The user must change the password at next logon.

< Back

Cancel |

Przenie$ konto uczen01 do jednostki organizacyjnej Nowi

Active Directory Users and Comput
| Saved[Ayeries

rold0. edw.pl

| Builtin

~| Computers

3| Domain Controllers

| ForeignSecurityPrindpals

m EL

 E EE

2, testo
#5 adam

?_4 testowe test
?_4 Adam AK. Kowal

| Users
= | szablony

Copy...

Add to a group...
Enable Account
Reset Password...
Mave...

Por6éwnaj utworzone konto uczen01 z szablonem akowal

< Back

Move object into container:

B33 rol0D

| Buittin

| Computers

Domain Controllers
ForeignSecurityPrincipals

szablony
| Users

21x 2%

Member Of I Dialin I Environment I Sessions Member Of I Dial+n I Environmert I Sessions
Remate control I Teminal Services Profile I COM= Remate control | Teminal Services Profile | COM=

Geneml% | Address I Account I Profile I Telephones I Organization General | Address I Account I Profile I Telephones I Orgariization

&) uczen01 &) Adam AK. Kowal

First name: Intials: I First name: Initials: [AK

Last name: I Last name: IKowal

Display name: Iuczenﬂ‘l Display name: IAdam AK. Kowal

Description: I Description: IKonto Adama Kowala

Office: I Office: IKowaI i 5P

Telephone number: I Other. Telephone number: |9?3—555rﬂ19 Cther.

E-mail: I E-mail: Iakowal@mlﬂﬂ.edu.pl

Web page: | Other. Web page: [ akowal rolDD.edu pl Other.

QK I Cancel Apply Help QK I Cancel Apply Help
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i ?
uczenD1 Properties 2% [Adam AK. Kowal Properties 21

Member Of I Dialin I Environmert I Sessions Member Of I Dialin | Environmert I Sessions
Remote control I Teminal Services Profile I COM+ | Remote control I Teminal Services Profie I COM-

| General  Address | Account I Profile I Telephones I Organization General  Address | Account | Profile I Telephones I Orgarization
Street: d %ree‘t: Ul Kowalskab/1 ;I

= [~

P.O. Bax: [2 P.0. Bax: |2
City: |Gdariske City: |Gelarisk
State/province: IDomorskie State/province: |pomorskie

Zip/Postal Code: IE»D—B-‘IG Zip/Postal Code: IED—B4G

Country/region: I Poland j Country/region: I Poland j
MemberGf |  Diain |  Envionment | Sessions | MemberOf | Digin | Envionment | Sessions
Remote control I Teminal Services Profile I COM+ | Remote control I Terminal Services Profile I COM=+

" General I Address %ﬁccoum I Prafile I Telephones  Organization " Generl I Address I Accourt I Profile I Telephones ~ Organization

Job Title: f dob Tite: [
Department: Ideieﬁ Depar%ent; Ideieﬁ
Company: IKDwal i 5P Company: IKDWEII i SP

i 7
e o 0>
| —— I Jemioed Seribocs Poulle | coMs I Remote control I Teminal Services Profile | COM+ |
General | Address | Account I_Proﬂle I Telephones | Organization | " General I — I — | Profie I Teleghones I — |
Member Of | Dial+in | Environment I Sessions I % Member OF I e I oot I — |
Member of: Morber of-
S aattve Directory Doan Sevces Rolder Name l Active Directory Domain Services Folder
—— e Domain Users rol00.edu pl/Users
Personel rol00.edu pl/Users — olUU.edu.pl/LIser:

Personel rol 00 .edu pl/Users
Uzytkowni i 100.edu pl/L
Zytkowrnicy zaawansowani S Uzythownicy zagwansowani  rol00.edu pl/Users

Udziel odpowiedzi na pytanie. Jakie dane sg kopiowane z szablonem konta.

Zmien ustawienie jak ponizej

Member Of | Dialin I Environment I Sessions
Remote control | Teminal Services Profile I COM=

;. General I Address Account | Profile I Telephones I Organization
b1

User logon name:

|akowa| I @rol00.edu pl j
User logon name (pre-Windows 2000):
fish fakowal

Logon Hours... Log On To... |

V¥ Unlock account

Account options:

[ Store password using reversible encryption ;I
[~ Accourt is disabled

e Kklienta Windows 10 jak ponizej:
Podaj login: admin > 1 hasto: zaql @WSX

e paramenty interfejsu sieciowego systemu klienta sg jak ponize;j:
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Adres IPv4 192.167.0.20

Maska podsieci IPv4 255 255 2550

Dzierzawa uzyskana poniedzialek, 16

Dzierzawa wygasa wiorek, 17 wrzes

Brama domysina IPv4 192.167.01  Serwer DNS IPv4 192.167.0.1

Zaloguj si¢ do konta kowal na kliencie. Jaki pojawit si¢ komunikat podczas proby logowania
i co oznacza?

Przywro¢ ustawienie jak ponizej

203
Member Of I Dialin | Environment I Sessions
Remote control | Teminal Services Profile | COM=

" General I Address Account | Profile | Telephones | QOrganization

User logon name:

[akowal [ @rl00.edu pl =l
User logon name {pre-Windows 2000):
Jisy [akowal

Logon Hours... Log On To... |

™ Unlock account

Account options:

[ Store passwond using reversible encryption ;I

Zaloguj si¢ do konta kowal na kliencie. Jaki pojawit si¢ komunikat podczas proby logowania i co
oznacza?

Wilacz konta jak ponize;j
: Active Directory Users and Comd,:gt
| Saved Queries
=] _:f_:] rol00.edu.pl
| Builtin Add to a group...
| Computers Disable Account
2| Domain Controllers Enable Account
| ForeignSecurityPrincipals Move...
| Users Cpen Home Page
2 | szablony Send Mail
I | Nowi
All Tasks Add to a group...
- Dizable Account
Y Enable Account
Delete
Move...
: Activd Rirectory Users and Comput | Name -
| saved Queries 2, Walery Slawny
&=l & rol00.edu.pl 2 uczeno1
| Builtin
| Computers
3| Domain Contrallers
| ForeignSecurityPrincipals
| Users
2| szablony
I | Mowi

Zaloguj si¢ do konta walery.slawny na kliencie. Jaki pojawit si¢ komunikat podczas logowania i co to
oznacza?
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Zaloguj si¢ do konta uczen01 na kliencie. Jaki pojawit si¢ komunikat podczas logowania i co t0
oznacza?

Sprawdz czy konta jak ponizej sa wylaczone i dlaczego powinny pozosta¢ wytagczone?

: Active Dire{ﬁry Users and Comput | Mame
| Saved Qieries _1. testowe test
B g2 rC'_I':":'-Ed'-'-F'l !. Adam AK. Kowal
_| Builtin
| Computers
2| Domain Controllers
| ForeignSecurityPrincipals
| Users
Z | szablony
3| Mowi

Podsumowanie:

Po wykonaniu wszystkich czynnosci z powyzszej instrukcji przeczytaj ponownie z zrozumieniem cel
ogo6lny i cele szczegdtowe, ktore znajduja si¢ na pierwszej stronie instrukcji. Jezeli one zostaly
niezrealizowane to powtarzaj wykonie tej instrukcji w szkole lub/i w domu do momentu zrealizowania.
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